Field Manual
No. 34-45

FM 34-45

Headquarters
Department of the Army
Washington, DC, 9 June 2000

TACTICS, TECHNIQUES, AND PROCEDURES

PREFACE
Chapter 1

Chapter 2

Chapter 3

Chapter 4

FOR ELECTRONIC ATTACK

Contents

Page
.................................................................................................................................... iv
OPERATIONS AND ELECTRONIC WARFARE ..ottt 1-1
THE POLENTIAL. ...ttt e e st e e st e e e saaeeeean 1-1
Y= 1 oTe (o] (oo |20 PP PTUPUPRRR 1-2
THE ENVIFONIMENT....coiiiiiiiii ittt et e et e e e s snbee e e e e 1-2
ElECtrONIiC WAITAIE .....coiiiiii et 1-2
Tactical EIeCtroniC AMACK. .......coiii e 1-4
Current and Future Threat Electronic Warfare Capabilities..............ccccceeeviiinieenn.n. 1-4
ELECTRONIC ATTACK IN INFORMATION OPERATIONS........ccoocvve e, 2-1
INfOrmMation OPEratiONS ........c..vveiiieie e e e s e e e e s e s e e e e e e s s snraeereeeeesennnes 2-1
INFOrMALION SUPEIIOTILY ..eieii i e e e r e e e s e e e e e e e e s e nnnes 2-1
ELECTRONIC ATTACK IN TARGETING: KEY PERSONNEL,

ORGANIZATIONS, AND COORDINATION......uuttiiiiiiieeiiiieeessiieee e nieee e sieeee e 3-1
Electronic Attack in The Targeting Methodology ............cooviiiiiiiiiiiiiniiee s 3-1
Key Electronic Attack Personnel and Organizations ...........ccccceveeeeveccivieeee e vesenenen 3-3
Key Electronic Attack Coordination ............ccceoiiiiiiiiieeie e e e sssieee e e e e 3-8
[ =4 | PO 4-1
Intelligence Preparation of the Battlefield ............cccooveveeiiici e 4-2
Target DEVEIOPMENT ...... ... e e e e e 4-3
Requirements ManagEMENT .........cceiiiiiiiiiieieee e e sttt e e e e e s ssreare e e e e e s e srnrneeeeeaaeaeannns 4-7

*This publication supersedes FM 34-40-7, 23 November 1992.



FM 34-45

Chapter 5

Chapter 6

Chapter 7

Appendix A

Appendix B

Appendix C

Page
MISSION MANAGEIMENT.......eiiiiiiiiie ittt ettt e et bt e e e s nbbe e e e s nbbeeeesssreeeeaa 4-8
F TS 1Y/ = T b T L= 0 1= o 1 4-12
[ I O PP 5-1
EleCtronic SUPPOI DAta.......cc.vvviiiieeeesiiiiieeie e e e et e e e e e e s seare e e e e e s s s snrnaaeeeaaeaeannns 5-1
Deploy Electronic Support and Electronic Attack ASSEtS ..........ccceeiiiiiiiiieeieannnnns 5-1
Collect Electronic SUPPOIt DAta.........ccueeeeiiiiiiiiiiiieeee e iicieiiieer e e e e e sesinraeer e e e e e s ennneeees 5-13
Collection for Database Development ..........cc.uvvviviee i 5-15
Search TECHNIQUES ..... ... e e e 5-15
CFOSS CUER ..ttt ettt e e e e e e e e e e e e e e e e bbb e e e e e e e s 5-16
Process Signals Intelligence Data ..........c.ueevveeiiiiiiiiiieee e e 5-17
SituatioN DEVEIOPMENT........eiiiiieie it e e e 5-17
Electronic Attack EffeCtiVENESS.......coooi i 5-18
[ I Y SRR 6-1
TACHCAlI DECISIONS ...ceiiitiiiei ittt et e e st e e e sttt e e e sbbeeeesnnneeeeanes 6-1
TEChNICAl DECISIONS ......veieee ittt et e et e e e s sabeeeeaes 6-1
Conduct EIectronic AttACK..........ocueieieee et 6-2
Jumping EA Assets After EA MISSIONS .....coceiiiiciiiiiiiie e e e e 6-5
Report Electronic AttaCk RESUILS .........ccvviiiiiiie e 6-6
Summarize Status of Electronic Attack ReSUItS ..........c.c.oeeviiiiiiiiiiee, 6-8
ASSESS . e e et e e eeea e 7-1
Operator EVAIUALION ..........ooiiiiiiiiiiiieii e e e e e e e enneeee s 7-1
Unit Combat ASSESSIMENT ....c.ciiiiiieiiiiii ettt e et e e e eneees 7-3
Reattack RecoOmMmeNndation............c.euiiiiiiiiiiiiiie e 7-5
THE ELECTROMAGNETIC ENVIRONMENT ....oooiiiiiiiiiiiiieeeiiee e A-1
Military ElectromagnetiCc SPECITUM .......uuiiiiiee e e st e e e e e e e e e A-1
Military Operations and Electromagnetic Environment.............cccccoeviiiiiiieeeeeneeens A-1
Principal Electronic Warfare ACHVILIES .........cooioiiiiiiiiiiiieie e A-3
SIGNAL-TO-NOISE RATIO REFERENCE ........c.ooviiiiiie et B-1
RALIO FOIMUIA ...ttt e e s B-1
U1 LT =T o o PRSPPI B-2
ELECTRONIC DECEPTION ....uiiiiiiiiiie ittt e s e e C-1
Types of EIeCtroniC DECEPLON ........ceviiieiiee et e e C-1
Electronic Deception Planning ...........ooo it ee e C-2



Appendix D

Appendix E

Appendix F

Appendix G

Appendix H

FM 34-45

Page

Electronic Deception TEChNIQUES ......cooiiiiiiiiiiiie e C-4
MESSAGE FORMATS ...ttt ettt ettt et ee e s stae e e s nnae e e e nnsbee e e ennes D-1
EXAMPLE FORMATS AND TARGET REPORT ....ccciiiiiiieiiiiee et E-1
LCT=T =T - | P UURP TR E-1
High-Payoff Target LiSt........ccuuviiiiie i r e e e e e e e e e e e eennes E-1
Target Selection StaNAaArds ...........oooeeieiiiii e E-2
AttaCK GUIAANCE MALIIX ...eee ittt e e e e e e e e e e E-2
SeNSOr OF AtEACK MALIX.......veiieiiiiiie ittt E-3
Optional High-Payoff Target List and Attack Guidance MatriX ..........cccccoeecuvveeeennn. E-4
TArgEt SNEELS ...t e e et r e e e e e e e e e e e e e E-6
Electronic Warfare ANNEX ..........ooo ittt st sbaee e e E-7
DIRECT SUPPORT TO THE BRIGADE .......ccvitiiiiiiiie et F-1
LI 3 Q@ o F= T4 11 o] o RS F-1
Organization and OPEratiONS...........uuuiiieeiiiiiiiiir e e e s sssre e e e e e s r e e e e s snrrarreeees F-2
MILITARY OPERATIONS ON URBANIZED TERRAIN ....cocoiiiiiiiee e G-1
BRIGADE COMBAT TEAM ...ttt ettt e e anssae e H-1
L@ (o - a1 4= 1110 ] o R H-1
10 01=] = 11 0] o < T PRSPPI H-1
........................................................................................................................ Glossary-1
.................................................................................................................. Bibliography-1
............................................................................................................................. Index-1



